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Regulatory Notices

United States Federal Communication
Commission (FCC)

Part 15: Class A Statement. This equipment has
been tested and found to comply with the limits for a
Class A digital device, pursuant to Part 15 of the FCC
Rules. Test limits are designed to provide reasonable
protection against harmful interference when the
equipment is operated in a commercial environment.
This equipment generates, uses and can radiate
radio-frequency energy and, if not installed and used
in accordance with the instruction manuals, may
cause harmful interference to radio communications.
Operation of this equipment in a residential area is
likely to cause harmful interference, in which case the
user will be required to correct the interference at his
or her own expense.

United States Safety Construction Details:

. Unit is intended for RESTRICTED ACCESS
LOCATION.

. Unit is to be installed in accordance with the
National Electrical Code.

. The branch circuit overcurrent protection shall
be rated 20 A for the AC system.

. This equipment has a maximum operating
ambient of 40°C, the ambient temperature in
the rack shall not exceed this temperature.

To eliminate the risk of battery explosion, the battery

should not be replaced by an incorrect type. Dispose

of used batteries according to their instructions.

CE Mark R&TTE Directive
Polycom Inc., declares that the Polycom RMX 2000 is
in conformity with the following relevant harmonized
standards:

EN 60950-1:2001
EN 55022: 1998+A1:2000+A2:2003 class A
EN 300 386 V1.3.3: 2005

Following the provisions of the Council Directive
1999/CE on radio and telecommunication terminal
equipment and the recognition of its conformity.

Canadian Department of Communications (EC)
This Class [A] digital apparatus complies with
Canadian ICES-003.

Notice: The Industry Canada label identifies certified
equipment. This certification means that the
equipment meets telecommunication network
protective, operational and safety requirements as
prescribed in the appropriate Terminal Equipment
Technical Requirements document(s). The
Department does not guarantee the equipment will
operate to the user's satisfaction.

Before installing this equipment, users should ensure
that it is permissible to be connected to the facilities
of the local telecommunications company. The
equipment must also be installed using an acceptable
method of connection. The customer should be
aware that compliance with the above conditions may
not prevent degradation of service in some situations.
Repairs to certified equipment malfunctions, may give
the telecommunications company causes to request
the user to disconnect the equipment.

Users should ensure for their own protection that the
electrical ground connections of the power utility,
telephone lines and internal metallic water pipe
system, if present, are connected together. This
precaution may be particularly important in rural
areas.

Caution: Users should not attempt to make such
connections themselves, but should contact the
appropriate electric inspection authority, or
electrician, as appropriate.
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Introduction

®

The Polycom RMX system Ad Hoc conferencing feature enables
participants to start ongoing conferences on-the-fly, without prior
definition. All participants can be allowed to start Ad Hoc conferences,
or alternatively, the MCU can use an external database application to
verify participant rights to initiate a new conference. In addition, the
MCU can use an external database application to verify participant
rights to join a specific ongoing conference. The MCU can also use an
external database application to verify that an RMX user is authorized to
log into the MCU.

The external database application can be the MGC WebCommander
Web Server, or any other database server you choose, for example, a
database server that interfaces with an existing company database. In
addition to verifying participant rights to start a conference, the external
database application can provide the MCU with other information from
the database, such as the conference password or the billing code.
Similarly, when verifying participant rights to join a conference, the
external database application can provide the MCU with participant
details. When verifying that a user is authorized to log in to the MCU,
the external database application can provide the MCU with the user's
authorization level.

All communication between the MCU and the external database
application is performed using the Polycom RMX system External
Database API. The MCU sends a Create Conference XML request, an
Add Participant XML request or a Login XML request, as applicable, to
the external database application, and the application must return an
XML response verifying whether the participant can create or join the
conference, or whether the user can log in to the MCU.

The Polycom ReadiRecorder can also work with an external database
application. Sites can choose to work with two databases, for example, to use
an external database for users, and the internal database for languages.

1-1
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1-2

This guide only describes the External Database API requests and
responses that are applicable to standard MCUs. The Recording request
and response used by ReadiRecorder systems are not documented in this
guide.

To simplify implementation, sample scripts are provided which can be
used instead of the raw API. The scripts can be used to communicate with
any directory type database. The user only has to provide the mapping
between the directory attributes and the XML elements, using the
supplied scripts.

This guide describes the format of the XML requests sent by the MCU to
the external database application, and the format of the responses that the
external database application must send back to the MCU. The guide also
provides instructions for working with the supplied scripts.

@ The MCU can only work with one external database application.
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The RMX Avuthorization Mechanism

User Authorization Verification

Users are defined in the MCU, and are assigned a user name, password
and authorization level. An external database application can be used to
verify that a specific user is authorized to log in to the MCU with a
specific password. In the external database you must define all users who
are authorized to log in to the MCU. For each user defined in the
database, you must enter the user name, password, and optionally, the
authorization level. The user authorization is checked in the MCU first,
and then in the external database.

Participant Authorization Verification

The RMX Ad Hoc conferencing feature enables participants to start
ongoing conferences on-the-fly, without prior definition when dialing an
Ad Hoc-enabled Entry Queue. The created conference parameters are
taken from the Profile assigned to the Ad Hoc-enabled Entry Queue.
Profiles can only be accessed by users with Operator permission.

Using an External Database Application to Verify
Participant Rights to Create an Ad Hoc Conference

Ad Hoc conferencing is available in two modes:
* Ad Hoc Conferencing without Authentication

Any participant can dial into an Entry Queue and initiate a new
conference if the conference does not exist. This mode is usually used
for the organization’s internal Ad Hoc conferencing.

* Ad Hoc conferencing with external database authentication

In this mode, the participant’s right to start a new conference is
validated against a database.
This guide contains only the information about Ad Hoc conferences that
is relevant to users of the RMX External Database API. For complete

information about Ad Hoc conferences, refer to the RMX Administrator's
Guide.

1-3
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Using an External Database Application to Verify
Participant Rights to Connect to the Conference

The external database application can also be used to validate the
participant’s right to join an ongoing conference. Conference access
authentication can be:

*  Part of the Ad Hoc conferencing flow where the participants must be
authorized before they can enter the conference created in the Ad
Hoc flow. It is recommended that the conference entry and/or
chairperson passwords are returned by the external database
application, together with the authorization to start the new
conference.

* Independent of Ad Hoc conferencing where conference access is
validated for conferences running on the MCU regardless of the
method in which the conference was started.

The RMX prompts the user to enter the conference entry or chairperson
password as relevant, and will then verify with the external database
application whether the participant has the right to join the conference,
and whether he/she is the conference chairperson.

Defining Participant Rights in an External Database

1-4

The external database application can be the MGC WebCommander Web
Server, or any other database server you choose, for example, a database
server that interfaces with an existing company database. In the external
database you must define all participants with rights to start a new
conference using Ad Hoc conferencing. For each participant defined in
the database, you enter the conference ID, and any of the following
information as required: the conference entry password, the conference
chairperson password, the billing code, the participant's PIN code and
his/her VIP status, and conference general information (corresponding to
the contents of the Conference Info fields).

The external database application should implement company validation
requirements. For example, when participants enter their PIN code when
prompted for the conference or chairperson password, the application
will verify the PIN code in the external database.
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Using an External Database Application to Provide
Conference and/or Participant Information

Conference Information

For Ad Hoc conferences, when an external database application is used to
verify participant rights to create a conference, the external database
application can return the following conference information:

*  The conference name.

*  The conference entry and chairperson passwords.

*  The conference billing code.

*  The conference owner.

*  The maximum number of participants allowed for the conference.

*  The minimum number of participants for whom resources should be
reserved. With the RMX, default value is 0.

¢ The contents of the User Defined fields for the conference, that is,
conference information to be written to the CDR file, such as the
company name or telephone number.

The maximum and minimum number of participants are not returned when the
WebCommander Web Server is used as the external database application.

Participant Information

When an external database application is used to verify conference entry
or chairperson passwords before allowing a participant to join a
conference, the external database application can return the following
participant information:

*  The participant's display name.

*  Whether or not the participant is a VIP. This value is not supported in
the RMX.

*  The contents of the Participant Info fields, that is participant
information to be written to the CDR file, such as the participant's
e-mail address.

1-5
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External Database Application
Implementation Scenarios

Data Flow between the Entry Queue, the Conference IVR
and the External Database Application
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Scenario 1: Verifying the Participant Rights to Create a
New Conference
This flow describes using an external database application only to verify

the participant rights to create a new conference without password
verification.

The endpoint dials
the EQ number

An EQ message prompts the
participant to enter the target
Conference Mumeric ID

The MCU searches the Ongoing
Caonferences and Meeting Rooms list

for a conference with this Numeric ID

T

Mo

T

The MCU gueries the external
database application to verify that
i

he Conference Mumeric |Dris valid

The conference creator /

hecomes the Yes Mo

Yeg conference chairperson /

Create Mew Conference

The participant is
disconnected from the MCU or
moved to the Participants
Queue for operator assistance

The external database application
may provide the canference name
and passwords

Ifno VR Sewvice is defined for the destination conference, the
paricipant will be moved straight to the canference

Move the
patticipant o the
conference

If an IVR Senvice is defined, the participant may be prompted
forthe conference entry or chairperson password, depending
an the configuration of the VR
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Scenario 2: Verifying the Participant Rights to Create a
New Conference and Access the Conference

This flow describes using an external database application to verify the
participant rights to create a new conference and in addition the
participant’s right to join the conference. The participant’s right to join the
conference can be performed independently, and it does not have to be as
part of the Ad hoc conference creation flow.

The endpoint dials
the EQ number

An EQ message prompts the
participant to enter the target
Conference Numeric ID

The MCU searches the Ongaing
Conferences and Meeting Rooms list for
a tonference with this Numeric 1D

The MCU gueries the external
database application to verify that
the Conference Numeric D is valid

The conference
creator becomes
Yes the conference
chairperson

‘fes
=

Create New Conference
The external database
application may provide
the conference name
and nasswords

Move the
patticipant to the
conference

An VR message prompts the participant
to enter the conference entry pagsword

The MCU gueries the external database
application to verify that the password

supplied by the participant is valid

The external database
application may
provide the participant

The participant is disconnected fram
narmne, VIP status and ves the MCLU ar moved to the Participants

other patticipant i Queue for operator assistance
Participants 127"
_\ Queue

information

Tonnect the participantto
the conference

1-8



RMX System External Database API - Programmer’s Guide

Scenario 3: Verifying Participant Rights to Create a New
Conference and to Join the Conference as Chairperson

This flow describes using an external database application to verify the
participant rights to create a new conference and in addition the
participant’s right to join the conference as chairperson. The participant’s
right to join the conference as chairperson can be performed
independently, and it does not have to be as part of the Ad hoc conference

creation flow.

The endpoint dials
the EQ number

An EQ message prompts the
participant to enter the target
Canfarence Mumeatic 1D

The MCU searches the Ongaing
Zonferences and Meeting Rooms listfor a

v

/

Move the participant

CAn YR message prompts the pamcwpam)

]
.

The participant
enters the
identifier key

The
patticipant
does not enter
any key

The participantis connected to
the conference
Ifthe conference is configured to
start only when the chairperson
joing the conference, the
participant is placed an hald until
the chairperson joins the
conference

The external
database application
may provide the
chairperson name
and ather infarmation

The external database application
may return the conference name
and passwords
Ifthe conference is configured to
start only when the chairpersan
joins the conference, the
conference is placed on hold

An VR message prompts
the participant to enter the
chaitperson passward

The MCL) gueries the external
database application to verify
thatthe password supplied by
the chairperson is valid

The participantis connected to the
canference as the chairperson

No———==| MCU ar moved to the
Participants Queue for

The MCU gueries the
external database
application to verify
thatthe Ganference

Mumeric 10 is valid

The participant is

discannected fram the

aperator assistance

Ifthe conference is
configured to start only
when the chairperson
joins the conference

The conference’s on hold status
iz cancelled, and all paticipant's
on hold statuses are
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RMX Configuration for
External Database
Application Authorization

Before the MCU can use an external database application to verify a
participant's rights to initiate a new conference or join an existing
conference, or a user's authorization to log in to the MCU, you must
perform the following configuration operations:

*  Configure the MCU to use the external database application, by
setting the appropriate flags in the system configuration. For more
information, see "Configuring the MCU to use an External Database
Application” on page 2-2.

* To use an external database application to verify participant rights
to create an Ad Hoc conference, configure the Entry Queue IVR
Service assigned to the Ad Hoc-enabled Entry Queue accordingly.
The configuration can be performed using the RMX Web Client or
the RMX API. For more information, see "Enabling External Database
Validation for Starting New Ongoing Conferences” on page 2-4.

* To use an external database application to verify participant rights
to join a conference using the conference password or chairperson
password, configure the Conference IVR Service assigned to the
Profile. The configuration can be performed using the RMX Web
Client or the RMX API. For more information, see "Enabling External

Database Validation for Conferences Access” on page 2-6.

It is recommended that conference and/or chairperson passwords assigned to
Ad Hoc conferences are provided by the external database application.

2-1
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Configuring the MCU to use an External
Database Application

Several flags must be set in the system configuration to define information
related to the external database application.

To set the external database flags in the system configuration file:

1 Inthe RMX menu, click Setup>System Configuration.
The System Flags dialog box opens.

> MCMS_PARAMETERS ...
Flag Name [value [-]
3 GG i 3 EMABLE_EXTERMAL DB_ACCESS NG
ALLOW_MON_EMCRYFT_PARTY_IN_EMCRYPT_COMF MO
ERTERMAL DB _DIRECTORY A
MK _CP_RESOLUTION sD30
EXTERMNAL DB_IP 172.22.188157
EMABLE_CASCADED_LIMK TO_JOIN_WITHOUT PASSWORD NG
MUMERIG_C OMF_ID_MIN_LEM 4
HD_THRESHOLD_BITRATE 68 b
MCU_DISPLAY MAME Polycom RM:E 2000
EXTERMAL DB_LOGIM POLYCOM
EMABLE_AUTO_EXTENSION WES
DELAVED_IVR_FOR_SPECIFIC_ER s
EXTERMAL_DE_PORT 5003
MUMERTG_GCGMF_ID_M&H_LEM 16
TERMINATE_CONF_AFTER_CHAIR_DROPPED N -
Delste Flag New Flag
4]

|
| o |
2 Modify the values of the following flags:

Table 2-1 Flag Values for Accessing External Database Application

Flag Description and Value

ENABLE_EXTERNAL _ The flag that enables the use of the external

DB_ACCESS database application.

EXTERNAL_DB_IP The IP address of the external database
application server. default IP: 0.0.0.0.
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Table 2-1  Flag Values for Accessing External Database Application

(Continued)

Flag

Description and Value

EXTERNAL_DB_
PORT

The port number used by the MCU to access
the external application server.

Default Port = 80. To use the WebCommander
application as an external database
application, you must specify 5005.

EXTERNAL_DB_
LOGIN

The user name defined in the external
database application for the MCU. To use the
WebCommander application as an external
database application, the default user name is
POLYCOM.

EXTERNAL_DB_
PASSWORD

The password associated with the user name
defined for the MCU in the external database
application. To use the WebCommander
application as an external database
application, the default password is
POLYCOM.

EXTERNAL_DB_
DIRECTORY

The URL of the external database application.

For more information about flag setting, see RMX Administrator’s

Guide, Chapter 11.
Click OK.

Reset the MCU for flag changes to take effect.

2-3
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Enabling External Database Validation for
Starting New Ongoing Conferences

The Entry Queue IVR Service must be configured to perform the
following operations:

* To use an external database application to verify participant rights to
create a conference with a specified Conference ID. It is configured in
the Entry Queue IVR Service - Global dialog box.

*  To prompt the participant to enter a Conference ID. It is configured in
the Entry Queue IVR Service - Conference ID dialog box

Using the RMX Web Client to Configure Entry Queue IVR
Services

To define/modify the Entry Queue IVR Service:

* To validate the participant’s right to start a new ongoing conference
with an external database application:
In the Entry Queue IVR Service - Global dialog box, set the External
Server Authentication field to Numeric ID.

3 Global

> Welcome Entry Queve IVR Service Mame: EQ_IVR

3 Conference ID

3 YVideo Services

Language:

External Server Authentication:

Nurnber of User Input Retries: |3

Timeout far user Input(Sec): 5
DTMF Delimiter; # =

2-4
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In the Entry Queue IVR Service - Conference ID dialog box, select the
appropriate audio files that prompt participant to enter or re-enter
the Conference ID.

ntry Queue I¥R Service Properties

3 Global

> ‘Welcome Entry Queue IYR Service Name: Entry Queue YR Servic

3 Conference ID

3 video Services

Hame Message File

Request Conference ID(Conference ID)  Conference_HID.wav

Retry Conference ID (Conference ID) Retry_Conferance_NIDaway

Add Message File...

Using the RMX API to Configure Entry Queue IVR Services

If necessary, refer to the MGC API Software Developer's Guide for details of any

@ All API functions in this procedure are in the ACCIVRMsg class.

function parameters not described in this procedure.

To configure an Entry Queue IVR Service using the RMX API:

1

Configure the Entry Queue IVR Service to use an external database
application to verify that a conference can be created with the
Conference ID specified by the participant, by applying the following
API function to the Entry Queue IVR Service:

void SetlVRExternalDB (ivr_external_db_numeric_id);

Specify the audio messages to be played by the Entry Queue IVR
Service to prompt the participant to enter or re enter the Conference
ID, by applying the following API function to the Entry Queue
Message Service:

void SetMsgFileName(const IVRFeature feature_opcode,
const IVREvent event_opcode, const char* language hame,
const char* file_name, iInt& status);

— where the feature_opcode value is: numeric_conf_id_feat

2-5
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— and the event_opcode value is:

ivr_event_get_numeric_id - for the message containing the
initial request to enter the Conference ID
ivr_event_numeric_id_retry - for the message containing the
request to re-enter the Conference Numeric ID

Enabling External Database Validation for
Conferences Access

2-6

The Conference IVR Service can be configured to use an external database
application to verify participant rights to join a conference in one of the
following ways:

* By verifying the conference entry password.

* By verifying the chairperson password.

When the external database application is used, it can be configured to verify
either the conference entry or the chairperson password, but not both.

The Conference IVR Service can be configured using the RMX Web Client
or the RMX APIL.

Verifying the Conference Entry Password

The Conference IVR Service must be configured to:

*  Verify the password or PIN code entered by the participant with an

external database application. It is configured in the Conference IVR
Service - Global dialog box.

*  Prompt participants to enter the conference entry password.

Verifying the Chairperson Password

The Conference IVR Service must be configured to ask participants if they

are the chairperson, and if they enter the chairperson identifier key, then

to:

*  Verify the password or PIN code entered by the participant with an
external database application. It is configured in the Conference IVR
Service - Global dialog box.

*  Prompt the participant to enter the conference chairperson password.
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Using the RMX Web Client to Configure Conference IVR
Services

To define/modify the Conference IVR Service:

* To validate the participant’s right to join the conference with an
external database application:
In the Conference IVR Service - Global dialog box, set the External Server
Authentication field to:

— Always - to validate the participant’s right to join an ongoing
conference for all participants

— Upon Request - to validate the participant’s right to join an
ongoing conference as chairperson

New Conference IWR Service

» Global

> ‘Welcome Conference IVR Service Name: l—
3 ‘Conference Chairperson

3 Conference Password

3 feneral

3 Raoll Call Language: English vl

3 Yideo Services

3 DTMF Codes

AServer Authentication:
umber of User Input Retries:
Timeout For Liser InpomseT

DTHF Delimiter:

PIN codes that they enter as either the conference password or chairperson

@ The external database application can be configured to check the participants
password (depending on the IVR Service configuration).

2-7
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®

*  To prompt for the Conference Password and or Chairperson

password, these options must be enabled in the Conference IVR
Service and the appropriate audio files must be selected.

If the External Server Authentication option (step 1) is set to Always,
conference entry password messages must be enabled, and this step is
mandatory.

If the External Server Authentication option is set to On Request, enabling
conference entry password messages is optional, and is only necessary if
conference entry passwords are to be checked against the password specified
in the conference definition.

— In the Conference IVR Service - Conference Password dialog box:

Onference 1¥R Service Propertes

3 Global

3 Weleome Conference IR Service Mame: |Conference IVR Service

3 Conference Chairperson

3 Conference Password

5 Generdl
3 Rallcal [¥ Enable Password Messages

3 Video Services

3 DTMF Codes

Dial-in

* Request Password

Request Password:  |Conference_Password ¥| »
" None

Retry Password: Retry_Conference_Pas ¥| »
Dual-odt
" Request Password .

Request Digit: Request_Digitwaw  ¥| »

& None

" Request Digit

e Select the Enable Password Messages check box.

* Inthe Dial-in area, select the Request Password option.

*  (Optional.) In the Dial-out area, select the Request Password
option.

* Inthe Request Password list, select the audio file that prompts
the participants for the password.

* Inthe Retry Password list, select the audio file that prompts
the participants to re-enter the password, if they enter it
incorrectly.
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— In the Conference IVR Service - Conference Chairperson dialog box:

Conference 1¥R Service Propertes

5 Global

> Welcome Conference IVR Servics Name:  [Conference VR Service

> Conference Chairperson

3 Conference Password

5 General

5 RollCal ¥ Enable Chairperson Messages

3 Video Services

> DTMF Codes Chairpersan Identifier Request: Chairpersan_Idertifierway x| »

Request Chairperson Passward:  [Chairperson_Passwordwaw 7| %
Retry Chairperson Password: Chairperson_Passward_Faiurs x| »
Chairpersan Tdentifier key: * -

I Biling Code

If the External Server Authentication option is set to Upon Request, then
chairperson messages must be enabled, and this step is mandatory.

*  Select the Enable Chairperson Messages check box.

* In the Chairperson Identifier Request list, select the audio file
that requests users to enter the key that identifies them as
the conference chairperson.

* In the Request Chairperson Password list, select the audio file
that prompts the user for the chairperson password.

*  In the Chairperson Password failure list, select the audio file
that prompts the user to re-enter the chairperson password
if they enter it incorrectly.

*  Inthe Chairperson Identifier Key box, enter the key that will be
used to identify the participant as a chairperson. Possible
keys are: pound key (#) or star (*).

*  Ensure that the Use Chairperson Password as Conf Password
check box is cleared, since it is not applicable when using an
external database application to verify participant rights.



Chapter 2-RMX Configuration for External Database Application Authorization

Using the RMX API to Configure Conference IVR Services

®

The configuration process using the RMX API has been divided into three
procedures. The first procedure is mandatory, and the other two
procedures are optional or mandatory depending whether the conference
entry password or the chairperson password are to be verified with the
external database application.

All API functions in the procedures are in the ACCIVRMsg class.

Procedure 1 - Configuring the Conference IVR Service
to access an external database application to verify
conference entry or chairperson passwords

This procedure is mandatory.

Apply the following API function to the Conference IVR Service:
void SetlVRExternalDB (IVRExternalDB ExternalDB);

where the ExternalDB value depends which passwords are to be
verified, as follows:

— ivr_external_db_participant_password - to verify the

conference password with an external database application. The
verification process occurs for all participants attempting to join
the conference. If required, the external database application can
be written such that if a participant enters his/her PIN code
when prompted to enter the conference entry password, then the
PIN code will be verified in the external database.

ivr_external_db_chair_password - to verify only the chairperson
password with an external database application. The verification
process occurs only if the participant enters the chairperson
identifier key (pound or star). In this case, all other participants
are connected to the conference as standard participants. If
required, the external database application can be written such
that if a participant enters his/her PIN code when prompted to
enter the chairperson password, then the PIN code will be
verified in the external database.
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Procedure 2 - Configuring the Conference IVR Service
to prompt the participant to enter the conference
entry password

If the ExternalDB value is set to ivr_external_db_participant_password
(in the first procedure), then conference entry password messages must be
enabled, and this step is mandatory.

If the ExternalDB value is set to is set to ivr_external_db_chair_password,
enabling conference password messages is optional, and is only necessary
if conference entry passwords are to be checked against the password
specified in the conference definition.

1

Configure the Conference IVR Service to prompt dial-in participants
to enter the conference password, by applying the following API
function to the Conference IVR Service:

void SetDial InPasswordRequest (pwd_request_password);
Optional. Configure the Conference IVR Service to prompt dial-out
participants to enter the conference password, by applying the
following API function to the Conference IVR Service:

void SetDialOutPasswordRequest(pwd_request_password);
Specify the messages to be played by the Conference IVR Service to
prompt the participant to enter or re-enter the conference password,
by applying the following API function to the Conference IVR
Service:

void SetMsgFileName(const IVRFeature feature_opcode,

const IVREvent event_opcode, const char* language nhame,
const char* file_name, iInt& status);

where the feature_opcode value is: conf_pass_feat
and the event_opcode value is:

— get_conf_pass_event- for the message containing the initial
request to enter the conference password

— pass_ret_event- for the message containing the request to re-
enter the conference password
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Procedure 3 - Configuring the Conference IVR Service
to prompt the participant for the chairperson
identifier key and chairperson password

If the ExternalDB value is set to is set to ivr_external_db_chair_password
(in the first procedure), then chairperson messages must be enabled, and
this step is mandatory.

If the ExternalDB value is set to ivr_external_db_participant_password,
then the MCU only checks one password with the external database
application (usually the conference password) and therefore enabling
chairperson messages is optional, and is only necessary if chairperson
passwords are to be checked against the password specified in the
conference definition.

1  Specify the audio message to be played by the Conference IVR
Service prompting the participant to enter the chairperson identifier
key, by applying the following API function to the Conference IVR
Service:

void SetMsgFileName(const IVRFeature feature_opcode,
const IVREvent event_opcode, const char* language name,
const char* file_name, int& status);

where the feature_opcode value is: leader_feat
and the event_opcode value is: get_leader_identifier_event

2 Specify the messages to be played by the Conference IVR Service to
prompt the participant to enter or re-enter the chairperson password,
by applying the following API function to the Conference IVR
Service:

void SetMsgFileName(const IVRFeature feature_opcode,
const IVREvent event_opcode, const char* language_name,
const char* file_name, int& status);

where the feature_opcode value is: leader_feat
and the event_opcode value is:

— get_leader_password_event - for the message containing the
initial request to enter the chairperson password

— leader_password_retry_event - for the message containing the
request to re-enter chairperson password



RMX System External Database API - Programmer’s Guide

Specify the key that will be used to identify the participant as a
chairperson, by applying the following API function to the
Conference IVR Service:

void SetlLeaderldentifier(const char*
szlLeader_identifier);

where the szLeader_identifier value is: # (pound key) or * (star)

Simplify the conference login process for chairpersons, enabling the
them to enter only their chairperson passwords without entering the
conference entry passwords, by applying the following API function
to the Conference IVR Service:

void SetConfPwAsLeaderPw(TRUE);
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Working with the External
Database API

About the XML Requests and Responses

The MCU communicates with the external database application using
the External Database API, which consists of XML requests and
responses. There are four types of XML requests and corresponding
responses: Create Conference, Add Participant, Login and Keep Alive.

Each XML request from the MCU to the external database application
starts with a LOGIN section containing the IP address of the MCU
sending the request, and a user name and password to identify the MCU
to the external database application.

The Create Conference request verifies that a specific participant has the
necessary rights to start a conference with a specific Conference ID. This
request is only relevant to Ad Hoc conferences. The Create Conference
response validates the Create Conference request, and can return
conference information such as the conference billing code, and the
conference entry and chairperson passwords.

The Add Participant request verifies that a specific participant has the
necessary rights to join a conference with a specific Conference ID, and
can also verify the conference entry or chairperson password, or the
participant PIN code. This request is relevant to both Ad Hoc and pre-
defined conferences. The Add Participant response validates the Add
Participant request, and can return information such as whether or not
the participant is a conference chairperson.

The Login request verifies that a specific user is authorized to log into
the MCU with a specific password. The Login response validates the
Login request, and can return the user's authorization level.
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The Keep Alive request is used by the MCU as a client to perform a
keep-alive check with the external server every 2 minutes. If the
connection to the external server is closed, the Keep Alive request will
re-open it. If a Create Conference, Add Participant or Login request are
sent to the external server when the connection is closed, these requests

will re-open the connection.

By default Apache closes a connection if no request is received in 15 seconds.
As a result the MCU has to keep re-opening the connection. To prevent this it is
recommended to change the Apache timeout configuration to more than two
minutes, for example "KeepAliveTimeout 140"

The default IS timeout period is 900 seconds, and therefore does not need
modification.

If the server does not respond to the Keep Alive request, the MCU will go
into MAJOR error status with the status 'EXTERNAL DB APPLICATION
DOES NOT RESPOND'. This error will be written in the MCU log file. The
MCU will continue performing keep-alive checks with the server every 2
minutes, and will stay in MAJOR error status until the external server
responds. During this time any call that requires validation from the
external server, for example, a request for validation to create a new
conference, will be rejected. Any response from the external server
regarding prior requests will not be processed by the MCU as long as the
MCU remains in MAJOR error state.

This guide only describes the External Database API requests and
responses that are applicable to standard MCUs.
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The Syntax of the XML Requests and
Responses

The term mandatory in the description of an element in the request XML
indicates that the MCU always sends this element. Other elements are optional.

The Create Conference XML

The Create Conference Request

The MCU sends the following XML request to the external database
application:

The element values will be replaced by the values relevant to the specific
Create Conference request.

<REQUEST_CONF_DETAILS>
<LOGIN>
<MCU_IP>127.0.0.1</MCU_IP>
<USER_NAME>POLYCOM</USER_NAME>
<PASSWORD>POLYCOM</PASSWORD>
</LOGIN>
<TOKEN>5</TOKEN>
<ACTION>
<CREATE>
<NUMERIC_1D>123456</NUMERIC_1D>
<ACTUAL_PARTY_PHONES>
<PHONE1>111</PHONE1>
<PHONE2>222</PHONE2>
</ACTUAL_PARTY_PHONES>
</CREATE>
</ACTION>
</REQUEST_CONF_DETAILS>
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The element values in the Create Conference request are as follows:

Table 3-1 MCU Login Information (<LOGIN>)

Element Description

MCU_IP The IP address of the MCU sending the request.

USER_NAME The user name to identify the MCU to the external
database application. The default value is POLYCOM.

PASSWORD The password to identify the MCU to the external
database application. The default value is POLYCOM

TOKEN An internal value sent by the MCU that must be returned

by the external database application as is.

Table 3-2 Conference Creation Information (<RACTION><CREATE>)

Element

Description

NUMERIC_ID

Mandatory. The Conference Numeric ID of the
destination conference. This ID is used to validate the
participant request to start a new conference.

<ACTUAL_PARTY_
PHONES>

The participant alias. Consists of the <PHONE1> and

<PHONE2> elements as follows:

PHONE1
For H.323 participants, the first E.164 number, or the
first H.323 ID if no E.164 number was delivered.
For ISDN participants: The calling participant CLI
number. (Available only if this information has been
passed to the MCU.)

PHONE2
Not applicable to IP participants.
For ISDN participants: The second calling participant
CLI number, where applicable.
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The Create Conference Response

The external database application must send the following XML response
to the MCU:

The external database application must replace the element values with the
values relevant to the specific Create Conference request.

<CONFIRM_CONF_DETAILS>
<RETURN_STATUS>
<ID>0</1D>
<DESCRIPTION>0K</DESCRIPTION>
</RETURN_STATUS>
<TOKEN>5</TOKEN>
<ACTION>
<CREATE>
<NAME>Conf_1</NAME>
<MAX_PARTIES>10</MAX_PARTIES>
<MIN_NUM_OF_PARTIES>3</MIN_NUM_OF_PARTIES>
<PASSWORD>111111</PASSWORD>
<ENTRY_PASSWORD>222222</ENTRY_PASSWORD>
<BILLING_DATA>POLYCOM</BILLING_DATA>
<OWNER>POLYCOM</0OWNER>
<CONTACT_INFO_LIST>
<CONTACT_INFO>Remark1</CONTACT_INFO>
<CONTACT_INFO>Remark2</CONTACT_INFO>
<CONTACT_INFO>Remark3</CONTACT_INFO>
</CONTACT_INFO_LIST>
<DISPLAY_NAME>Conf_1</DISPLAY_NAME>
</CREATE>
</ACTION>
</CONFIRM_CONF_DETAILS>
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The element values in the Create Conference response are as follows:

Table 3-3  Return Status Information (SRETURN_STATUS>)

Element Description

ID Mandatory. The return status code. For valid values see
Table 3-5 on page 3-8.

DESCRIPTION The return status description. You can provide your own
return status description of up to 50 characters, or you
can use the status descriptions provided in Table 3-5 on
page 3-8.

TOKEN An internal value sent by the MCU that must be returned

by the external database application as is.

Table 3-4 Confere

nce Creation Information (<KACTION><CREATE>)

Element

Description

NAME

The name to be assigned to the conference, for example,
100234 _PeterD (ID_Creator_Name).

MAX_PARTIES

The maximum number of participants allowed in the
conference. This value overrides the maximum
participants value in the Profile assigned to the Entry
Queue, and enables a different value to be used for each
conference creator.

Note: The MAX_PARTIES element is optional. If the
external database application does not return a value for
this element, then the maximum participants value is
taken from the Profile assigned to the Entry Queue.
When the WebCommander is used as the external
database application, the MAX_PARTIES element is not
returned, and therefore the maximum parties value is
taken from the Profile.

MIN_NUM_OF _
PARTIES

The minimum number of participants for the conference.
This value enables a different value to be used for each
conference creator.
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Table 3-4 Conference Creation Information (SACTION><CREATE>)

Element

Description

MIN_NUM_OF _
PARTIES
(cont.)

Note: The MIN_NUM_OF_PARTIES element is optional.
if the external database application does not return a
value for this element, then the minimum participants
value is 0 (the default system setting). When the
WebCommander is used as the external database
application, the MIN_NUM_OF_PARTIES element is not
returned.

If insufficient resources are available on the MCU for the
specified number of participants, the conference will not
be set up.

PASSWORD

The chairperson password for the conference.

If a value is specified for this field, and the Conference
IVR Service used by the destination conference is
configured to verify with the external database application
before adding a participant to the conference, then the
<LEADER> element will be set to true in the Add
Participant request.

Note: The PASSWORD element is optional, but if
chairperson passwords are to be used for conferences,
the chairperson passwords should be provided by the
external database application, otherwise a random
password will be assigned by the MCU when creating the
conference.

ENTRY_
PASSWORD

The conference entry password for the conference. If a
value is specified for this field, and the IVR Service used
by the destination conference is configured to verify with
the external database application before adding a
participant to the conference, then the <GUEST> element
will be set to true in the Add Participant request, and the
participant is added as an undefined standard participant.
Note: This value overrides any conference password
assigned by the MCU. The ENTRY_PASSWORD element
is optional, but if conference passwords are to be used for
conferences, the conference passwords should be
provided by the external database application, otherwise
a random password will be assigned by the MCU when
creating the conference.
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Table 3-4 Conference Creation Information (<RACTION><CREATE>)

Element Description
BILLING_DATA The billing code for the conference.
The billing code value is saved to the CDR file and can be
retrieved later.
Note: This value overrides any billing code specified in
the Profile assigned to the Entry Queue.
OWNER The name of the conference owner.
This value will be added to the conference remarks field
and saved in the CDR file.
<CONTACT _ Text to be put in the Info fields for the conference. The
INFO_LIST> Info fields for the conference enable general information
to be entered for the conference, such as the company
name, the contact person name, the contact person's e-
mail or telephone number, or any other information
required. The text in the Info fields is saved to the CDR
file and can be retrieved later.
Consists of three <CONTACT_INFO> elements as
follows:
CONTACT_INFO
The text to be placed in the first Info (Infol) field.
CONTACT_INFO
The text to be placed in second Info (Info2) field.
CONTACT_INFO
The text to be placed in third Info (Info3) field.
<DISPLAY_ The conference display name.
NAME>
Table 3-5 Permitted Status Values for the Create Conference Response
ID Description Explanation
0 OK The MCU can create the conference.
1 Invalid MCU user The user name and/or password used by the MCU
name and/or do not match the user names/passwords defined
password in the external database application.
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Table 3-5 Permitted Status Values for the Create Conference Response

ID Description Explanation

3 Invalid NID The requested Conference Numeric ID is not
registered in the external database application,
and therefore the creation of a new conference is
not permitted.

4 Invalid CLI The participant with the CLI number sent from the
MCU is not permitted to create a new conference.

5 Invalid CLI/NID The participant with the CLI number sent from the
MCU is not permitted to create a new conference
with the specified Numeric ID.

6 Internal Error An error has occurred in the external database
application.

3-9



Chapter 3-Working with the External Database API

The Add Participant XML

The Add Participant Request

The MCU sends the following XML request to the external database
application:

The element values will be replaced by the values relevant to the specific Add
Participant request.

<REQUEST_PARTY_DETAILS>
<LOGIN>
<MCU_I1P>127.0.0.1</MCU_IP>
<USER_NAME>POLYCOM</USER_NAME>
<PASSWORD>POLYCOM</PASSWORD>
</LOGIN>
<TOKEN>5</TOKEN>
<ACTION>
<ADD>
<NUMERIC_1D>123456</NUMERIC_I1D>
<PASSWORD>111111</PASSWORD>
<LEADER>true</LEADER>
<GUEST>false</GUEST>
<ACTUAL_PARTY_PHONES>
<PHONE1>111</PHONE1>
<PHONE2>222</PHONE2>
</ACTUAL_PARTY_PHONES>
<PARTY_ID>1</PARTY_ID>
</ADD>
</ACTION>
</REQUEST_PARTY_DETAILS>
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The element values in the Add Participant request are as follows:

Table 3-6  MCU Login Information (<LOGIN>)

Element Description
MCU_IP The IP address of the MCU sending the request.
USER_NAME The user name to identify the MCU to the external

database application. The default value is POLYCOM.

PASSWORD The password to identify the MCU to the external
database application. The default value is POLYCOM

TOKEN An internal value sent by the MCU that must be returned
by the external database application as is.

Table 3-7 Participant Addition Information (KRACTION>< ADD >)

Element Description

NUMERIC_ID Mandatory. The ID of the conference that the participant
wishes to join

PASSWORD Mandatory. The password or PIN code entered by the
participant.

LEADER Indicates whether or not the external database

application should verify that the password entered by
the participant is a valid chairperson password for the
participant for the specified conference, as follows:
true
Verifies that the specified password is a valid
chairperson password for the conference.
false
Does not verify that the specified password is a valid
chairperson password for the conference. Default.
Note: If the external database application returned a
chairperson password in the PASSWORD element in
the Create Conference response, then the LEADER
element will be set to true.
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Table 3-7  Participant Addition Information (ACTION>< ADD >) (Continued)

Element Description

GUEST Indicates whether or not the external database
application should verify that the password entered by
the participant is a valid conference entry password for
the participant for the specified conference, as follows:
true
Verifies that the password is a valid entry password
for the conference.
false
Does not verify that the password is a valid entry
password for the conference. Default.
Note: If the external database application returned an
entry password in the ENTRY_PASSWORD element in
the Create Conference response, then the GUEST
element will be set to true.

<ACTUAL_PARTY_ | The participant alias. Consists of the <PHONE1> and

PHONES> <PHONE2> elements as follows:

PHONE1
For H.323 participants, the first E.164 number, or the
first H.323 ID if no E.164 number was delivered.
For ISDN participants: The calling participant CLI
number. (Available only if this information has been
passed to the MCU.)

PHONE2
Not applicable to IP participants.
For ISDN participants: The second calling participant
CLI number, where applicable.

<PARTY_ID> The participant ID
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The Add Participant Response

The external database application must send the following XML response
to the MCU:

The external database application must replace the element values with the
values relevant to the specific Add Participant request.

<CONFIRM_PARTY_DETAILS>
<RETURN_STATUS>
<ID>0</1D>
<DESCRIPTION>0OK</DESCRIPTION>
</RETURN_STATUS>
<TOKEN>5</TOKEN>
<ACTION>
<ADD>
<LEADER>true</LEADER>
<NAME>Party_1</NAME>
<VIP>true</VIP>
<CONTACT_INFO_LIST>
<CONTACT _INFO>Remarkl</CONTACT_INFO>
<CONTACT_INFO>Remark2</CONTACT_INFO>
<CONTACT_INFO>Remark3</CONTACT_INFO>
<CONTACT _INFO>Remark4</CONTACT_INFO>
</CONTACT_INFO_LIST>
</ADD>
</ACTION>
</CONFIRM_PARTY_DETAILS>

The element values in the Add Participant response are as follows:

Table 3-8 Return Status Information (SRETURN_STATUS>)

Element Description

ID Mandatory. The return status code. For valid values see
Table 3-10 on page 3-15.
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Table 3-8 Return Status Information (KRETURN_STATUS>) (Continued)

Element Description

DESCRIPTION The return status description. You can provide your own
return status description of up to 50 characters, or you
can use the status descriptions provided in Table 3-10 on
page 3-15.

TOKEN An internal value sent by the MCU that must be returned

by the external database application as is.

Table 3-9  Participant Addition Information (KACTION><ADD>)

Element Description

LEADER Mandatory. Indicates whether or not the participant is a
conference chairperson, as follows:
true

The participant is a conference chairperson.
false

The participant is not a conference chairperson.

Default.
Note: This value overrides the status assigned to the
participant in the Entry Queue.

NAME The name to be assigned to the participant. This name
will be used as the visual name for the participant
endpoint.

VIP Indicates whether the participant is a VIP participant or a
standard participant, as follows:
true

The participant is a VIP participant.
false

The participant is a standard participant. Default.
Note: This element is currently not supported in the RMX.
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Table 3-9  Participant Addition Information (<ACTION><ADD>) (Continued)

Element Description

<CONTACT _ Text to be inserted in the Info fields for the participant. The

INFO_LIST> Info fields for the participant enable general information to
be entered for the participant, such as the participant's
e-mail address or any other information required. The text
in Info fields is saved to the CDR file and can be retrieved
later.

<CONTACT_ Consists of four <CONTACT_INFO> elements as follows:

INFO_LIST> CONTACT_INFO

(cont.) The text to be added in the first Info field (Infol).

CONTACT_INFO

The text to be added in the second Info field (Info2).
CONTACT_INFO

The text to be added in the third Info field (Info3).
CONTACT_INFO

The text to be added in the fourth Info field (Info4).

Table 3-10 Permitted Status Values for the Add Participant Response

ID Description

Explanation

0 OK The MCU can permit the participant to join the

conference.

1 Invalid MCU user The user name and/or password used by the MCU
name and/or do not match the user names and/or passwords
password defined in the external database application.

3 Invalid ID / The ID and/or password entered by the participant
Password are not registered in the external database

application, and therefore the participant is not
permitted to join the conference.

4 Invalid CLI

The participant with the CLI number sent from the
MCU is not permitted to join the conference.

5 Invalid CLI/NID The combination of the CLI number sent from the

MCU and the requested Numeric ID is not
permitted by the external database application.
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Table 3-10 Permitted Status Values for the Add Participant Response

ID Description Explanation
6 Internal Error An error occurred in the external database
application.

The Login XML

The Login Request

The MCU sends the following XML request to the external database
application:

@) The element values will be replaced by the values relevant to the specific Login
request.

<REQUEST_USER_DETAILS>
<LOGIN>
<MCU_IP>127.0.0.1</MCU_IP>
<USER_NAME>POLYCOM</USER_NAME>
<PASSWORD>POLYCOM</PASSWORD>
</LOGIN>
<TOKEN>5</TOKEN>
<ACTION>
<AUTHENT ICATE>
<USER_NAME>JUDITH</USER_NAME>
<PASSWORD>D4MP45</PASSWORD>
<STATION_NAME>F3-JUD I THS</STATION_NAME>
<STATION_IP>172.22.164.7</STATION_IP>
</AUTHENTICATE>
</ACTION>
</REQUEST USER_DETAILS>
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The element values in the Login request are as follows:

Table 3-11 MCU Login Information (<LOGIN>)

Element Description

MCU_IP The IP address of the MCU sending the request.

USER_NAME The user name to identify the MCU to the external
database application. The default value is POLYCOM.

PASSWORD The password to identify the MCU to the external
database application. The default value is POLYCOM

TOKEN An internal value sent by the MCU that must be returned

by the external database application as is.

Table 3-12 User Login Information (SRACTION><AUTHENTICATE>)

Element Description
USER_NAME Mandatory. The login name entered by the User.
PASSWORD Mandatory. The password entered by the User.

STATION_NAME

The name of the workstation from which the connection is
being made.

STATION_IP

The IP address of the workstation from which the
connection is being made.
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The Login Response

The external database application must send the following XML response
to the MCU:

The external database application must replace the element values with the
values relevant to the specific Login request.

<CONFIRM_USER_DETAILS>

<RETURN_STATUS>

<1D>0</1D>

<DESCRIPTION>0K</DESCRIPTION>
</RETURN_STATUS>
<TOKEN>5</TOKEN>
<ACTION>

<AUTHENTICATE>

<AUTHORIZATION_GROUP>0operator</
AUTHORIZAT ION_GROUP>

</AUTHENTICATE>
</ACTION>
</CONFIRM_USER_DETAILS>
The element values in the Login response are as follows:

Table 3-13 Return Status Information (SKRETURN_STATUS>)

Element Description

ID Mandatory. The return status code. For valid values see
Table 3-10 on page 3-15.

DESCRIPTION The return status description. You can provide your own
return status description of up to 50 characters, or you
can use the status descriptions provided in Table 3-10 on
page 3-15.

TOKEN An internal value sent by the MCU that must be returned
by the external database application as is.
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Table 3-14 Login Information (<ACTION><AUTHENTICATE>)

Element Description

AUTHORIZATION | Mandatory. The user authorization level, as follows:
_GROUP administrator

The user is an administrator. Default.

Users of this type can define and manage
conferences, Meeting Rooms, and participants. In
addition, these users can change the MCU
configuration, including defining and deleting other
users, and defining Network Services.

operator

The user is an Operator.

Users of this type can define and manage
conferences, Meeting Rooms, and participants. In
addition, these users can view certain MCU
configurations, but they cannot change them.

attendant

The user is a chairperson. Users of this type can
define and manage ongoing conferences and
participants. These users cannot view the MCU
configuration.

Table 3-15 Permitted Status Values for the Login Response

ID Description

Explanation

and/or password

0 OK The MCU can permit the user to log in to the MCU.

1 Invalid MCU user The user name and/or password used by the MCU
name and/or do not match the user names and/or passwords
password defined in the external database application.

8 Invalid user name | The user name and/or password specified by the

user do not match the user names and/or
passwords defined in the external database
application.
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The Keep Alive XML

The Keep Alive Request

The MCU sends the following XML request to the external database
application:

The element values will be replaced by the values relevant to specific MCU and
external database application.

<REQUEST_GENERAL>
<LOGIN>
<MCU_I1P>127.0.0.1</MCU_IP>
<USER_NAME>POLYCOM</USER_NAME>
<PASSWORD>POLYCOM</PASSWORD>
</LOGIN>
<TOKEN>5</TOKEN>
<ACTION>
<KEEP_ALIVE/>
</ACTION>
</REQUEST_ GENERAL>

The element values in the Keep Alive request are as follows:

Table 3-16 MCU Login Information (<LOGIN>)

Element Description
MCU_IP The IP address of the MCU sending the request.
USER_NAME The user name to identify the MCU to the external

database application. The default value is POLYCOM.

PASSWORD The password to identify the MCU to the external
database application. The default value is POLYCOM

TOKEN An internal value sent by the MCU that must be returned
by the external database application as is.
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The Keep Alive Response

The external database application must send the following XML response
to the MCU:

The external database application must replace the element values with the
values that are applicable at the time the Keep Alive request is received.

<CONFIRM_GENERAL>
<RETURN_STATUS>
<ID>0</1D>
<DESCRIPTION>0K</DESCRIPTION>
</RETURN_STATUS>
<TOKEN>5</TOKEN>
<ACTION>
<KEEP_ALIVE/>
</ACTION>
</CONFIRM_GENERAL>

The element values in the Keep Alive response are as follows:

Table 3-17 Return Status Information (SRETURN_STATUS>)

Element Description

ID Mandatory. The return status code. For valid values see
Table 3-18 on page 3-22.

DESCRIPTION The return status description. You can provide your own
return status description of up to 50 characters, or you
can use the status descriptions provided in Table 3-18 on
page 3-22.

TOKEN An internal value sent by the MCU that must be returned
by the external database application as is.
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Table 3-18 Permitted Status Values for the Login Response

ID Description Explanation

0 OK The application server is alive.

1 Invalid MCU user The user name and/or password used by the MCU
name and/or do not match the user names and/or passwords
password defined in the external database application.

2 Internal Error An error occurred in the external database

application.
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Using the Sample Scripts

About the Sample Scripts

The sample scripts can be used to communicate with a directory type
database, as an alternative to writing an application which receives the
XML requests, and returns responses in the required XML format. The
user has to provide the mapping between the directory attributes and
the XML elements, using the supplied scripts.

tested with iPlanet Version 5.1 and MS Active Directory.

* The current version of the scripts only supports anonymous access to the
directory.

* For Login requests, the scripts only check domain users.

@) * The sample scripts should work with any directory, but have only been

System Requirements

*  Windows 2000®, Windows 2003® or Windows XP® (For Windows
2000 you must have SP3 or higher.)

e IS
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Installation and Configuration Procedures

Before you can use the sample scripts, you must perform the following
installation and configuration operations:

4-2

1
2

3

Copy the supplied script files to a directory on your server.

Create a virtual directory in IIS. For more information, see "Creating a
Virtual Directory in 1IS” on page 4-3.

Restrict access to the directory configuration files. For more
information, see "Defining Security Properties for the Directory
Configuration Files” on page 4-8.

Define the mapping between the directory fields and the XML fields,
by configuring the Directory Configuration file. For more
information, see "Configuring the Directory Configuration File” on
page 4-16.

Check the mapping using the supplied simulator. For more
information, see "Testing the Directory Configuration File using the
External Database Simulator” on page 4-22.
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Creating a Virtual Directory in IIS

To use the sample scripts. create a virtual directory in IIS and map it to the

directory to which you copied the script files.

To create a virtual directory for the directory containing the script files:

1 Open the Windows Control Panel and double-click the
Administrative Tools icon.

E3 Control Panel =]
File  Edit View Favorites Tools  Help |
d= Bk v =y - | Qhsearch [YFolders ¢4 | FEALr S ) | -~
Address I@ Cantral Panel j @GD
| Comment | o
ustomizes accessibility Features For your computer
onfigures administrative settings For your computer
Configures Automatic Updates
ﬂCmel Versions Configure Corel Yersions
Date)Time Sets the date, time, and time zone For your computer
Display Customizes your deskbop display and screen saver
m‘Folder Options Customizes the display of files and folders, changes file associati, ..
(4] Fonts Displays and manages fonts on your computer
%Gaming Options Adds, removes, or changes settings for game controllers
:’,Internet Options Configure your Internet display and connection settings,
Keyboard Customizes your keyboard settings e
@Mail Micrasoft Qutlook Profiles
b Mouse Cuskomizes your mouse setkings
Metwork and Dial-... Connects to other computers, networks, and the Internet
£# Phone and Mode...  Configures your telephone dialing rules and modem properties
?{APower Options Configures energy-saving settings for your computer
Printers Adds, removes, and configures local and network prinkers LI
|26 ohject{s) | i

The Administrative Tools window opens.
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2 Double-click the Internet Services Manager icon.

=lalx|
File  Edit View Favorites Tools  Help |
Back - = - | Qhsearch [YFolders ¢4 | fe 0z % | Ed~
Address I Administrative Tools j @GU
Mame + Size | Type | Modified |
[Component Services__; 1KE  Shortcut 1/5/2004 11:59 AM
omputer Management 2KB Shortcut 8/3/2003 3116 PM
Data Sources (ODBC) 2KB Shortcut 11/2112002 11:12 AM
Event Yi ZKE Shorkout 11/21/2002 11:12 AM
Internet Services Manager 3KE Shortcut 1/5/2004 1:48 PM
o Local secury Policy ZKE Shorkout 11/2112002 11:12 AM
B Microsoft MET Framework Confi,., 1 KB Shortout 12292002 3:54 PM
B Microsoft MET Framework Wizards 1 KB Shortout 12292002 3:54 PM
B Perfarmance 2KE  Shorteut /32003 3117 FM
B Personal Web Manager 2KE  Shorteut 11/3/2003 5:05 FM
Server Extensions Administrator 1KE  Shortcut 11/3/2003 5:06 PM
%Services 2KB Shorkcut 8/3/2003 3:17 PM
ﬁTelnet Server Administration 2KB Shorkcut 11212002 11:12 AM
|13 abject(s) 165k [\ my computer &
The Internet Information Services window opens.
3 Expand the Server list.
ternet Information Sel 10l =|

| action tiew |J<--b ||@|Jg|>lll|
Tree I Computer | Local | Conneckion Type | Stakus
7 B+ re-debhie-pc ‘es TCR(IP
* fe-debbie
1 | i
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Right-click the Default Web Site icon, click New, and then click
Virtual Directory.

?';f Internet Information Services ;Iglll

| action tiew |J<--D| ||@|Jg|>lll| |
Tree I Computer | Local | Conneckion Type | Stakus
; B+ re-debhie-pc ‘es TCR(IP
f&-debbie-pc
#= Default FTP Site
F eb Site:
Explore er
Open
Browse
Stark:
Stop
Pause
—\_\_\_\_\_‘_‘—‘——\_\q
Virtual Direckory :)
.~ Server Extensions Web
Refresh Server Extensions Administrator
Properties
Help
4| | i

|Creates a new object in this container, | |

The Virtual Directory Creation Wizard dialog box opens.
Click Next.

The Virtual Directory Alias dialog box opens.
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6 Inthe Alias box, enter an alias name for the virtual directory, and then
click Next.

¥irtual Directory Creation Wizard

¥irtual Directory Alias
Y'ou musgt give the virtual directory a short name, or alias, for quick reference.

Type the aliaz you want to uze to gain access to thiz Web virtual directory. Uze the
zame haming conventions that you would for naming a directary.

< Back I [Ext | Cancel

The Web Site Content Directory dialog box opens.

7 In the Directory box, enter the path to the directory containing the
sample script files, or click the Browse button and select the
Directory. Click Next.

Yirtual Directory Creation Wizard |

Web Site Content Directory
Where is the content you want to publish on the \Web site?

Enter the path to the di i e content.

Browse... |

< Back I [Ext | Cancel

The Access Permissions dialog box opens.
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8 (Click Next.

Yirtual Directory Creation Wizard |
Access Permissions T
‘Wwhat access permizzions do you want to set for this virtual directory?

Allow the following:

vV Bead

V' Run scripts [such as A5P)

™ Execute [such as ISAP| applications or CGI)
[~ wiite

[ Browse

Click Mext to complete the wizard.

< Back (I Mest » IJ Cancel

9 Click Finish to complete the procedure.
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Defining Security Properties for the Directory Configuration

Files

To avoid unauthorized access to the directory configuration files
DirectoryCfg.xml and DirectoryCfg.htm, you need to define the relevant
security properties in IIS and Windows.

To define security properties in IIS:

1 Open the Windows Control Panel and double-click the

Administrative Tools icon.

g = ]
Fie Edit View Favorites Tools Help ‘
Gaback - = | Qsearch | Gyrolders <8 |5 B X o |-
Addvess [ C:iExternal Database APTiSerpt Files = @60
Folders X | [ Mame ¢ | size | Type [ Modified
18 3% Floppy (A 2| | [ Defauit asp 1KE ASP ata file 2is52004 7:32 P11
& Local Disk (C:) (b defautss.xsl 14KB 5L Stylesheet 2i5(2004 7:32 P11
5100 ADOBEARP & | DirectoryCig.htm 13KB  HTML Documenk 2is52004 7:32 P11
800 ap1 (EhDirectorycFg.xml 1KB  ¥ML Dacument 2j17j2004 12:31 PM
527 DR documentation DirectoryCfgsub. . 1KE ASP ata file 2is52004 7:32 P11
-] Capies of MGC and other documents Durnmy hem 1KB  HTML Document 2i5(2004 7:32 P11
B0 Corel global.asa TKE ASA File 2i92004 7:45 AM
B0 Debbie &]ldspclient him 7KB  HTML Document 2i5(2004 7:32 P11
-] Documents and Settings | o] submituery.asp SKB  ASP auto file 2i12{2004 6:02 PM
£ External Database API
3 Admin
{1 External DB API V6-0
:J--G%%%ﬁiﬁ
-] Inetpub
("] LogFiles
&0 meu
-] Polycom WebOffice
-] Pragram Files
-] TEMP
- WINNT
-] wuTemp _'Ll
4] | 4 4 |
|3 object(s) (Disk fres space: 13.4 GB) 49,1 KB S My Computer 7

The Administrative Tools window opens.
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2 Double-click the Internet Services Manager icon.

Administrative Tools

File Edit Wiew Favorites Tools

Help

=10l x|

s Back v = - | Qhsearch [YFolders ¢4 | FEALr S ) | -~

Address I Administrative Tools j @GU
Mame + | Size | Type | Modified |
omponent Services 1KE  Shortcut 1/5/2004 11:59 AM
omputer Management 2KB Shortcut 8/3/2003 3116 PM
Data Sources (ODBC) 2KB Shortcut 11/2112002 11:12 AM
Event Yi ZKE Shorkout 11/21/2002 11:12 AM
Internet Services Manager 3KE Shortcut 1/5/2004 1:48 PM
o Local secury Policy ZKE Shorkout 11/2112002 11:12 AM
B Microsoft MET Framework Confi,., 1 KB Shortout 12292002 3:54 PM
B Microsoft MET Framework Wizards 1 KB Shortout 12292002 3:54 PM
B Perfarmance 2KE  Shorteut /32003 3117 FM
B Personal Web Manager 2KE  Shorteut 11/3/2003 5:05 FM
Server Extensions Administrator 1KE  Shortcut 11/3/2003 5:06 PM
%Services 2KB Shorkcut 8/3/2003 3:17 PM
ﬁTelnet Server Administration 2KB Shorkcut 11212002 11:12 AM
|13 abject(s) 165k [\ my computer &
The Internet Information Services window opens.
3 Expand the server list.
g Internet Information Services 10l =|

J Action  Wiew |J = =

Tree I

* Fg-debbie-pc

Computer

BR[| &8> =
| Local | Conneckion Type | Stakus
B+ re-debhie-pc ‘es TCR(IP

4 Expand the Default Web Site list.
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5 Right-click the virtual web site you created for the script files in the
previous procedure, and then click Properties.

Internet Information Sel

J Action  Wiew |J s o=

| X B8]y =]

=10l x|

Tree I

% Internet Information Services
= = * f&-debbie-pc

#= Default FTP Site
|- Default weh Sie
-- Scripts

+1-f8 T15Admin
I155amples
MSADC
II5Help
Webpub
_vki_bin
Printers

waps  Explore
wAPY  Open
D imag  Browse

Mew

All Tasks
= :— Wigw
_wti_  Delete
% Defaulk & Rename

Refresh
Expork List, ..

Help

<__ Properties -3

| Mame | Path

E Default,asp

E defaultss, xsl

E DirectoryCfg.htm
E DirectoryCFg.xml
E DirectoryCfgsub. ..
E Durnmy bk

E aglobal asa

E IdapClient. htm

E SubmitQuery ., asp

dl |

The Virtual Directory Properties dialog box opens.
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6 Click the Directory Security tab, and then click the Edit button.

external_db_scripts Properties 2=l

Wirtual Directoryl Documenks  Directory Security | HT TP Headersl Custam Errorsl

—Anonymous access and authentication control

Enable anorymous access and editthe ————
w authentication methads for this resource. '
o,

= |E address and domain rame restiction

[Grant on deny access tojthis resource using
|Faddresses ar intermet domain names.

Exdif.... |

— Secure communication:
Fequire secure communications and 5 Certif

enable client certificates when this v Daiiificate.. |
Tes0UCE is accessed. . .

iew Certificate. |

Exdit.... |

QK | Cancel | Apply | Help |

The Authentication Methods dialog box opens.
7 Perform the following settings:

Authentication Methods |

Anonymous ACCess

Mo uger name/password required to access this resource,

Account uzed for anonymous access: Edit.. |

— Authenticated acce

For the following authentication methods, user name and password are
required when

- anonyrmous access is disabled, or

- access iz resticted using MTFS access control listz

[ Basic authentication [pazsward iz sent in clear text]

Select a default domain: Edit... |

[ Digest authentication for ‘Windows domain servers

v Integrated Windows authentication

QK I Cancel | Help |

— Clear the Anonymous access check box.
— Select the Integrated Windows authentication check box
— Click OK.

The system returns to the Virtual Directory Properties dialog box.
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8 Click OK.
The system returns to the Internet Information Services window.

To define security properties in Windows:
1 Open Windows Explorer.
2  Select the directory to which you copied the sample scripts.

ternal Database APT i (=] ]
Fie Edt View Favortes Toos Hep |

GBack - & - (2] | Qoearch [[Rroders (B[S X o | E-

Address [ CiiExternal Database APT\Script Files ~| Pe
Folders % || Mame < [ Size | Type [ Modiied
25 3% Flappy (42) | |[#] Deauit.asp 1KB ASP auto Fils 24512004 7:32 PM
553 Lorsl Disk (C3) {Ehdefaultss.xs| 14KB L Stylesheet 2/5/2004 7:32 PM
£ ADOBEAPP {&]DirectorycFa.him 13KB  HTML Document 24512004 7:32 PM
e DirectaryCha xml 1KE %ML Dacument 2/17/2004 12:31 PM
£ CDR documentation DirsctoryChasub. . 1KB  ASP auto Fils 24512004 7:32 PM
(21 Copis of MIGE and ather douments &loummy htm 1KE  HTML Document 2/5/2004 7:32 PM
1 Corel global.asa 7KB ASH File 215j2004 7:45 AM
3 Debbie &ldapClient htm 7KB HTML Document 2/5/2004 7:32 PM
£ Documents and Settings — | [ submitquery.asp BKB ASP suto file 2/12{2004 6itiz PM
B External Database APT
1 admin

1 External DB API V6-0

] D%
-] Inetpub

1 LogFiles
5] Mcu
7] Palycom WehOffice
-] Program Files
o] TEMP
-] WINNT

3 WuTemp _'Ll
4 | KN |

9 object(s) (Disk free space: 13.4 GB) 49,1 KB 'S My Computer v

4-12



RMX System External Database API - Programmer’s Guide

3 Right-click the DirectoryCfg.xml file, and then click Properties.

=10
Fle Edt Vew Favortes Tools Help |
SBack - = - 2] | Qsearth |Gy Folders | B L5 X
Address ) /\External Database APT{Script Files | @
Folders X | | hame [ Size [ Type * [ Modified
(21 Copies of MGC and ather documents |+ | lalobal.asa 7KE ASAFie 2/9/2004 7:45 A
e ault.asp 1KB AP autofile 2/5[2004 7:32 PM
[#]DirectoryCigsub. . LKE AP autofile 2/5(2004 7:32 PM
{1 Documents and Settings SubrmibQuery asp BKB  ASP auto fils 2/12}2004 6:02 P
£ External Detabase 4P1 &|DirectoryCig.htm 13KE HTML Document 2/5(2004 7:32 PM
7 admin &]Durnmy.htm 1KB  HTML Document 2/5[2004 7:32 PM
] External DB AFT V-0 &]iapClient.htm FKE  HTML Document 2/5(2004 7:32 PM
53 Script Files _ivo v neement 2/17}2004 12:31 F
5 21 Help Crestion Trisls defaultss. xs| Edit with XMLSPY lesheet 2/5[2004 7:32 PM
Edit with 15t Page 2000
{1 Inetpub p——
1 LogFiles B
Ll may OfficeScan Client
2 Palycom Wehoffics Open With 3
{1 Program Files Corel Versions >
TEMP & Winzip v
L0 wiInwT
Send T »
3 wuTemp end 1
0 zap Cut
&5 Compact Disc (D) Copy
B-52 APLC+H+ and 24P) on 'Accord-fsiProduct-: n
- 52 Documenkation on Accord-FeiProduct-Manag C’Tate S
52 Internal Documentation an *Accard-fs|Praduc Bt
[ 52 Mig on ‘Accord-FelSw-Systems' (M:) [REENTE
52 Official-Documentation on *Accard-fs\Product— Properties
[#-52 Product-Management on *Accord-Fs (P:)
B-{s1] Control Panel
i (B8 My Network Places =
< | 3 4] | ©
Edlt with ¥MLSPY y

The DirectoryCfg.xml Properties dialog box opens.
4 Click the Security tab.
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5 Remove existing permissions as follows:

DirectoryCfg.xml Properties 2=l

General  Security |

Cao D
VEYONE
Remove '

——

Permizzions: Allow Deny
Full Control O
Moty a
Fead & Execute O
Fead O
Wirite: O
Advanced.. |

(n Allow inheritable permissions from parent to propagate to this
bject

QK I Cancel | Apply |

— If the Allow inheritable permissions from parent to propagate
to this object check box is selected, clear it.

— If Everyone is listed in the Name pane, select Everyone and then
click Remove.

6 Click Add.
The Select Users, Computers, or Groups dialog box opens.
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7 Inthe upper pane, select the user who is to be authorized to access
the DirectoryCfg.xml file.

8 Click Add.

1 Select Users, Computers, or Groups 21l

Lok if: I@ israel polycom.com j
Mame | |n Folder | ;I
ﬂ kobi izrael polycom, com/U sers -
ﬂ shlomo izrael polycom, com/U sers

!ﬁ DnsUpdateProsy izrael polycom, com/U sers

Guest izrael polycom, com/U sers

ﬂ emt-uza izrael polycom, com/U sers

ﬁ is

fﬁ Domain Uzers izrael polycom, com/U sers LI

Add Eheck Mames

<< Type names separated by semicolons or chooze from list »»

0] | Cancel

4

The selected user is displayed in the lower pane.
9 Click OK.

The system returns to the DirectoryCfg.xml Properties dialog box, with
the selected user displayed in the Name pane at the top of the dialog

box.
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10 Select the Full Control check box in the Allow column, and then click
OK.

DirectoryCfg.xml Properties 2=l

General  Security

Mame
€ debhis [ACCORD-DOMAINdebbie)

Remove |

Permizzions: Allow Deny
Full Control O
Modify O
Fead & Execute O
Read O
Wirite: O

Advanced.. |

- Allow inheritable permissions from parent to propagate to this
ohject

QK | Cancel | Apply |

The system returns to the Windows Explorer window.

11 Repeat steps 3 to 10 to define security properties for the
DirectoryCfg.htm file.

Configuring the Directory Configuration File

The directory configuration file, DirectoryCfg.XML, holds the following
information:

*  The directory IP address and other directory details.

* The LDAP search filters used to verify that a specific conference can
be created, that a specific participant can join a specific conference
and that a specific operator can log in to the MCU.

* A mapping of the directory attributes to the XML elements used in
the MGC External Database APL
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To update the directory configuration file:
Open the file httpy//<URL>/<virtual directory name>/

1

DirectoryCfg.htm.

The Directory Configuration window is displayed.

File Edit Wiew Favorites Tools Help

osoft Internet Explorer

=10l x|

"
4

(Pmock - () - |£| E" _;\]|/TjSaarch ‘-j\'!/Favthes _‘3| - ;? # - 3 S

Audress [{E] htp: fa-judiths/LDAP{Directory Chg.htm

Directory Configuration

Directory IP [isrdz01

Directory Port |339

Directory Root |

LDAP Search Filters

Create Conference |(pager:%)

Add Participant |(\(&(pager:%)(sn:maman)) (&(pager=2)(giv

AddRecording  [(pager=#)

Login [tsaMACcountame=")

Create Conference Response

Xml element Directory attribute
HAME Ign
PASSWORD |

EHTRY_PASSWORD I

BILLING_DATA |

CONTACT_INFO _1 Ig\vgnNamE

CONTACT WF0_2 [nager

CONTACT IFo_3 |

DISPLAY_HAME |

Recording Response

Xml element Directory attribute
HAME |,;n
EMAIL |

Submit Configuration Changes

= Bee ‘Links >>|@ -

For example: o=polycom.com

For example: (entryid=2)
% will be replaced by the valus of the NUMERIC_ID
For example: (&(password=$)(entryid=%))

§ will be replaced by the value of the PASSWORD
% will be replaced by the value of the NUMERIC_ID
For example:(serit=#))

# will be replaced by the value of the USER_ID

For example:(&(usernams=*)(password==))

* will be replaced by the value of the USER_NAME
~ will be replaced by the value of the PASSWORD

Add Participant Response

Xml element Directory attribute

HAME |s n

LEADER |

vIP |

CONTACT_INFO_1 |pager

CONTACT_INFO_2 IgivenName

CONTACT_INFo_3

CONTACT_INFo_4

Login Response

Xml element Directory attribute

USER_ID Ipager
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2 Fill in the fields in the Directory Configuration window as follows:

Table 4-1 Directory Configuration Parameters

Field

Description

Directory Location

Information

Directory IP

The IP address of the computer where the directory is
located.

Directory Port

The Port at which the directory is located.

Directory Root

The directory root.

LDAP Search Filters

The search filters must comply with the LDAP dialect syntax. Refer to the
relevant MSDN documentation for details of the LDAP dialect syntax if

necessary.

Note: Sometimes searching the directory takes a long time. To reduce the
search time, add an index to the field.

Create
Conference

The search filter to be used to verify that a specific
participant can create a conference with a specific ID. The
participant is identified by E.164 (IP participants) or CLI
number (ISDN participants).

The simplest type of search filter will verify that the
specified Conference ID exists in the directory. For
example, if the name of the directory attribute to be
checked for the Conference ID is user_id, then the
search filter will be: (user_id=%).

You can specify more complicated search filters as
required.
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Table 4-1 Directory Configuration Parameters (Continued)

Field

Description

Add Participant

The search filter to be used to verify that a specific
participant can join a conference with a specific
Conference ID with a specific password. The participant is
identified by E.164 (IP participants) or CLI number (ISDN
participants).

The simplest type of search filter will verify that the
specified password is valid for the conference with the
specified Conference ID. For example, if the name of the
attribute containing IDs is user_id, and the name of the
attribute containing passwords is password, then the
search filter will be: (&(password=$)(user_id =%)). You
can specify more complicated search filters as required.

Add Recording

Only applicable to ReadiRecorder systems.

Login

The search filter to be used to verify that a specific user
can log in to the MCU with a specific password.

The simplest type of search filter will verify that the
specified user is authorized to log in to the MCU with the
specified password. For example, if the name of the
attribute containing user names is username, and the
name of the attribute containing passwords is password,
then the search filter will be:
(&(username=*)(password=~)). You can specify more
complicated search filters as required.

Create Conference Response

These fields identify the mapping between the directory attributes and the XML
elements for a Create Conference response. The contents of the specified
attributes are inserted in the XML response sent to the MCU. Most of the fields
are optional. However, if conference or chairperson passwords are to be used
in Ad Hoc conferences, it is recommended that they will be provided by the
directory, otherwise they will be assigned randomly by the MCU.

NAME The attribute containing the name of the conference.

PASSWORD The attribute containing the chairperson password for the
conference.

ENTRY_ The attribute containing the conference entry password.

PASSWORD
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Table 4-1 Directory Configuration Parameters (Continued)

Field

Description

BILLING_DATA

The attribute containing the billing code for the
conference.

CONTACT_INFO
1

The attribute containing the text to be added in the first
Info field (Infol) for the conference.

CONTACT_INFO
2

The attribute containing the text to be added in the
second Info field (Info2) for the conference.

CONTACT_INFO
3

The attribute containing the text to be added in the third
Info field (Info3) for the conference.

Add Participant Response

These fields identify the mapping between the directory attributes and the XML
elements for an Add Participant response. The contents of the specified
attributes are inserted in the XML response sent to the MCU. Most of the fields

are optional.

NAME The attribute containing the display name to be used for
the participant.

LEADER The attribute which indicates whether or not the
participant is to be assigned as a conference chairperson.
This attribute must contain the value true or false.

VIP The attribute which indicates whether or not the

participant is a VIP. This attribute must contain the value
true or false.

CONTACT_INFO
1

The attribute containing the text to be added in the first
Info field (Infol) for the participant.

CONTACT_INFO
2

The attribute containing the text to be added in the
second Info field (Info2) for the participant.

CONTACT_INFO
3

The attribute containing the text to be added in the third
Info field (Info3) for the participant.

CONTACT_INFO
4

The attribute containing the text to be added in the fourth
Info field (Info4) for the participant.

DISPLAY_NAME

The attribute containing the display name of the
conference.
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Table 4-1 Directory Configuration Parameters (Continued)

Field Description

Login Response

The USER_ID field is not currently used.

Note: The script does not return the authorization level from the database. If
the operator is found in the database, then the script will return the value
administrator in the AUTHORIZATION_GROUP element in the XML response
sent to the MCU.

Recording Response
Only applicable to ReadiRecorder systems.

3 Click the Submit Configuration Changes button.

4 Close and restart IIS in order to complete the configuration process.
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Testing the Directory Configuration File using the External
Database Simulator

The virtual directory site contains a simulator that you can use to check
that the attribute mapping you set up in the configuration file produces
the correct results.

To use the simulator:
1 Open the file http;/<URL>/<virtual directory name>/default.asp.

The External Database Simulator window opens.

7} External Database Simulator (RMX version 2.00.00) - Microsoft Internet Exp i =)
Fle Edit View Favorites Toos Help ‘ o
ek - ) - \ﬂ @ ) | ) search 5 ¢ Favortes “t| AT S
Adress [£] e fFa-judiths LoARf B> E] ‘Llnks ”|@ -

External Database Simulator

L 127.0.01
User POLYCOM

Password POLYCOM
Numeric Id 1000

Create Conference Reguest |

Password 1000

Add Participant Reguest |

User name SINAI
User password SINAL
Login Reguest

Userld 1234

Recaording Confirm Request |

|&] bone [ [ [ | [S3tocalintranet 4

2 Enter the IP address of the MCU in the IP field, and the MCU user
name and password in the User and Password fields.
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To test the Create Conference request:

— In the Numeric ID field, enter a Conference ID.
To test the Add Participant request:

— In the Numeric ID field, enter a Conference ID.
— In the Password field, enter a password.
To test the Login request:

— In the User name field, enter a user domain name

— In the User password field, enter a password.

Click either the Create Conference Request, the Add Participant
Request, or the Login Request button.

The bottom left pane displays the XML request sent from the MCU,
and the bottom right pane displays the XML response sent back to
the MCU.
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Example
If the Directory Confiquration file is set up as follows:

armel'Book Files\RMX APT\RMY External DB',Yersion 2.0 Kit',DirectoryCfg.htm - Microsoft Internet Explot ol x|
File Edt Wew Favortes Tools Help | I
Y bk - €) - S Y 3. i )
Qe - © - [¢] 2] T2 ‘ ) Search ¢ Favorites (%) da ] i 3
Address [{] :\CarmeliBook Files\RIMx APIIRMY External DBiversion 2.0 KitiDirectoryCFa, htm B | Links > [ & ~
Directory Configuration
Directory IP [isrdcnt
Directory Port |3sa
Directory Root | For example: o=palycom.com
LDAP Search Filters
For example:entryid=3)
Create Conference =%
[tpager=72) % wil be replaced by the valug of the NUMERIC_ID
For example: (&(password=F1rentryid=%))
Add Participant  [([(& (pager=%)(zn=maman)) (2 (pager=2:)(giv $ wil be replaced by the value of the PASSWORD
% will be replaced by the value of the NUMERIC_ID
. For example
Add Record -
ddRecording  [(pager-#) # will be replaced by the valus of the USER_ID
For example (S(username=")(passward=~])
Login [tsAmaccauntiame= * will be replaced by the valus of the LISER_NAME
~ will be replaced by the vale of the PASSWORD
Create Conference Response Add Participant Response
Xml element Directory attribute Xmlelement  Directory attribute
HAME |5n HAME |5n
PASSWORD | LEADER |
ENTRY_PASSWORD | vIP |
BILLING_DATA | CONTACT_IFO_1 [pager
CONTACT_WFO_1 [givenName CONTACT_IF0_2 [givenName
coNTACT F0_2 [oager CONTACT _Fo_3
coTACT mFo_3 | CONTACT _IF0_4|
DISPLAY_HAME |
Recording Response Login Response
Xml element Directory attribute Xmlelement  Directory attribute
HAME |Dn USER_ID Ipaggr
EMAIL | ol
Submit Confiouration Chanoes =l

Eoone [T Mot 4
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Clicking the Create Conference Request button will produce the

following result:

7} External Database Simulator (RMX version

rosoft Internet Explare: (=] 5|

File Edit View Favorites Tools  Help

"
4

oﬂack - - \ﬂ @ _h|;? S ;::(Favmtes {‘3| 2 :? ] - _J o, §

Addvess [&] heepsff3-judihs/LoAPY

= Bee ‘Links >>|@ -

Ls 127.0.0.
User POLYCOM
Password POLYCOM

Humeric Id 0058

Create Conference Reguest I

Password 0058

Add Participant Reguest |

lser mama e —
SINAI
Laogin Request

Userld 1234

Riecording Confirm Request |

User password

External Database Simulator

- <REQUEST_CONF_DETAILS=
- <LOGIN
<MCU_IP>127.0.0.1</MCL_IP=
<USER_MAME=>POLY COM</USER_NAME>
<PASSWORD>POLYCOM=/PASSWORD>
</ LOGIN=
<TOKEM>5</ TOKEN:=
- <ACTION>
- <CREATE=
<HUMERIC_ID>0058-</NUMERIC_ID>
<[CREATE>
</ ACTION=
</REQUEST_GOMF_DETAILS>

- <COMFIRM_CONF_DETAILS=
- <RETURH_STATUS>
<ID>0</ID>
<DESCRIPTION= OK-</DESCRIFTION=
</RETURN_STATUS>
<TOKEN>5</TOKEN>
- <ACTION:
- <CREATE>
<MAME > Bibi</HAME:
- SCONTACT_INFO_LIST=

<CONTACT_INFO>Dani</CONTACT_INFO>

<CONTACT_INFO>0058<f CONTACT_INFO>
<fCONTACT_IMFO_LIST>
</ CREATE>
<[ACTICH>
</ CONFIRM_CONF_DETAILS>

[&] bene

[ [ [ [ N3 tocalintranet

|
4
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Clicking the Add Participant Request button will produce the following

result:

7 External Database Simulator {RMX version 2.00.00) rosoft Internet Explore: =] 3]
Fle Edt Vew Favortes Tools Help | o
@Back -© - |ﬂ @ A ‘/OSearch ¢ Favoriss {g‘ - b @ - _J a3

Audress [{E] hrp: ffa-judiths{LDAp]

= Beo [ 7 |& -

External Database Simulator

127.0.01
POLYCOM
POLYCOM

0058

Create Conference Request |

0058

Add Participant Request I

debhie
SINAI
Lagin Reguest

1234

Recording Confirm Request |

P

User

Password

Humeric Id

Password

User name

User password

Userld

- <REQUEST_PARTY_DETAILS=
- <LOGIN=
<MCU_IP=127.0.0. 1</ MCU_IP>
<USER_NAME>POLYCOM</USER_HAME>
<PASSWORD>POLYCOM=/PASSWORD >
</ LOGINE
<TOKEN>5</TOKEN=
- <ACTION=
- <ADD=
<HUMERIC_ID>0058-</NUMERIC_ID>
<PASSWORD>0058</PASSWORD>
</ ADD>
<fACTION>
</REQUEST_PARTY_DETAILS>

- <COMFIRM_PARTY_DETAILS>
- <RETURN_STATUS>
<ID=0</1D>
<DESCRIPTION>OK</DESCRIPTION=
</RETURM_STATUS>
<TOKEN>5-</TOKEN>
- <ACTION=
- <ADD>
<MAMEBibi </ NAME:=
<LEADER >false </LEADER >
- <CONTACT_INFO_LIST=

<CONTACT_INFO>0058</ CONTACT_INFO>

<CONTACT_INFO>Dani </ CONTACT_INFO=
</ CONTACT_INFO_LIST>
<fADD>
</ ACTIONS
</ COMFIRM_PARTY_DETAILE>

|

&] Dane

| »
T M lintanet
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Clicking the Login Request button will produce the following result:

External Database Simulator (RMX version 2.

rosoft Internet Explare: (=] 5|

File Edit View Favorites Tools  Help

"
4

oﬂack - - \ﬂ @ _h|;? S ;::(Favmtes {‘3| 2 :? ] - _J o, §

Addvess [&] heepsff3-judihs/LoAPY

= Bee ‘Links >>|@ -

Ls 127.0.0.
User POLYCOM
Password POLYCOM

Humeric Id 0058

Create Conference Reguest |

Password 0058

Add Participant Reguest |

User name debbie
User password SINAL
Laogin Request

Userld 1234

Riecording Confirm Request |

External Database Simulator

- <REQUEST_USER_DETAILS>
- <LOGIN
<MCU_IP>127.0.0.1</MCL_IP=
<USER_MAME=>POLY COM</USER_NAME>
<PASSWORD>POLYCOM=/PASSWORD>
</ LOGIN=
<TOKEM>5</ TOKEN:=
- <ACTION>
~ <AUTHENTICATE:
<USER_NAME>debbie </USER_NAME>
<PASSWORD>SINAT</PASSWORD>
</ AUTHENTICATE>
<[ACTICH>
</REQUEST_USER_DETAILS>

- <COMFIRM_USER_DETAILE:=
- <RETURH_STATUS>
<ID>0</ID>
<DESCRIPTION= OK-</DESCRIFTION=
</RETURN_STATUS>
<TOKEN>5</TOKEN>
- <ACTION=
- <AUTHENTICATE>
<USER_ID>100</USER_ID:

<AUTHORIZATION_GROUP>administrator</AUT
<[AUTHENTICATE=
</ ACTION=
</CONFIRM_USER_DETAILS>

[&] bene

4 | |
I T —
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